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How to Configure a MOXA Device

How to Configure a MOXA Device

Nport 51104

Serial Device Server |

A MOXA Device — an NPort serial device server — makes it easy to connect your alarm panels to an Ethernet
network so you can monitor them with RescueLogic® software.

Things You’ll Need

You will need:
¢ A MOXA NPort 5110A serial device server.

o MOXA utility software. You'll get a software CD with each device. You can also download the software
from the MOXA website at www.moxa.com.

e Network information. You'll need to get a static IP address from the network administrator wherever a
serial server is to be installed. For each serial server, the network administrator should also provide
values for the Subnet Mask, Default Gateway, and possibly DNS Servers. (See page 9 for more details.)

e The network administrator should also know that the serial servers will connect using, by default, TCP
Port 4001. It can be changed. TCP Port 23 is a common alternate. (See page 7 for the screen with the
TCP Port setting.)

e Serial Port information. The alarm panel manufacturer's documentation should show you the RS232
serial port settings. These include: baud rate; data bits, stop bits, and parity. See page 8 for the screen
with serial settings to match up with the settings of your alarm panel. You will also need the wiring
information for the RS232 (or EIA232) connection. Many alarm panels suggest a serial printer would be
an optional accessory wired to this port.

Helpful Hint: This guide is illustrated with actual RescuelLogic screen images, which were captured on a
computer that runs Windows 7. If your computer uses a different Windows operating system, your RescuelLogic
windows might look different, but you will follow the same step-by-step procedures.
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Instructions

To begin, insert the CD or download the install program from the web. Then run the NPort Search Utility from your

Windows menu.

. MPort Administration Suite
2 IP Serial Lib Reference
'& MPort Administrator
| Version info

. MPort Search Utility
¥ FAQ

M MPort Search Utility on the Web

Connect To

Control Panel

Devices and Printers

NPart Search Utility

Default Programs

= Uninstall NPort Search Utility
|| Version info

, Startup

Back

Help and Support

= b T A Fil
| 284N programs anda JUEs

File Function View Help

i 2 a i =] £ o &=
Exnt Search, | SearchlP  Locate Lonsole
o [ Modet M0 | LANT MAC Address | LAM1 IPAddress | LANZ MAC Address | LAMZ IPAddkess | Status |

Search Result - 0 (s)

Helpful Hint: The default IP address of a MOXA NPort is 192.168.127.254. If you set your LAN card configuration
settings with an IP address in the same subnet (such as 192.168.127.100), you do not necessarily need the
Search Utility software. Just skip to the web configuration shown on page 6, and type 192.168.127.254 in the

Address bar of your browser.
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Instructions

A new popup window titled “Searching” will appear for several seconds, list any MOXA NPorts, then disappear.
e Y |

Fle Function Wiew Help

£ Z

=
Esit Search  SearchlP  Locate Console  Assign P Unlock  Upgrade

Mo /[ Model [ LANT MAC Address | LANT IP Address [ LAM2 MAC Address | LANZ IP Address [Staus__ |
1 NPort 51104 O00.SDEBICFEES  182.168.127.254 -

Searching for NPar. I ShowIPvG Address

Found 1 NPortfs). 7 second(s) left.

Mo [ Model [ LANT MAC Address | LANT IP Address | LANZ MAC Address | LANZ IP Address |
NFat 51104 0DSOEBACFEEE  192168.127.258 -

| |Search Result - 1 NPort(s)

After the search window disappears, the list on the list window should show the NPort server with the default IP
Address 192.168.127.254. Double-click the list item to open a browser window and configure.

| Fie Function View Help

2 a F
Seach Search|P Locate

Il Search Result - 1 NPort(s)
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Instructions

The NPort configuration screen will appear in a web browser. The IP Address of the server will show in your
browser’s address bar. The left column has a menu for changing settings. You will need to use three of them:
Operating Settings, Serial Settings, and Network Settings.

] NPort Web Console x

&=

C [1192.168.127.254 7o o=

Total Solution for Industrial Device Networking

Www.moxa.com

MOXNAN\

- Main Menu
Overdew
Quick Setup
Exportimport
Basic Seftings
Network Settings
- Serial Seftings
- Operating Settings
Accessible IP Settings
= Auto Waming Settings
Upgrade Firmware
- Monitor
Change Password
Load Factory Default
SaveRestart

- NPort 51104
- NP51104_1337

= Firmware

= MAC Address

- 00:90-EBACFSES

- 1.1 Build 11080114

*Welcome to NPort web console

Click "Quick Satup’ to
go through three simple
steps making your

- =)
Quick Setup NPort ready 10 Work,

Click "Exportimport’ to
perform configuration
backup oF recovery.

Import

If you like, you can also change the name of the server from the Basic Settings menu.

'] NPort Web Console x

o,

€« C [} 192168127254
MOXA

Total Solution for Industrial Device Networking

= MAC Address
= Firmware

Basic Settings

~Main Menu b |
Server Seitings
Ovendew
Quick Setup Server name [NPS110A_133;
Exportimpont -
Basic Seftings c Setti
onsole Settings
Natwork Setings 4
- Serial Seftings Web console * Enable Disable
Port 1
Teinet conscle * Enable Disable
- Operating Settings
Resel button protect * No Yes

Port1
Accessible IP Settings
- Auta Warming Seftings m
Upgrade Firmware
- Monitor
Change Password
Load Factory Default
SaveRestart

wWww.moxa.com

1.1 Build 11080114

- D090 ERICFSES ‘

Submit

When you are done with any changes on a page, click the Submit button on the bottom of the page.
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Configure Operating Settings

5

Configure Operating Settings

From the Main Menu in the left-hand column, click “Port 1" under the Operating Settings label.

Change the default “RealCOM” operation mode to “TCP Server.” This setting allows the IP Address socket to be
supervised by Rescuelogic, rather than simulate a COM Port.

Change TCP alive check time from “7” to “1.” This allows RescueLogic to reconnect when System Monitor is
restarted. The default 7 minutes would make the server wait that long before a reconnect. Do not set to "0"

Change Max connection from “1” to “4” to allow connections from remote computers for testing.

Note the default “4001” setting for “Local TCP Port.” The IP Address and this port number are the values that you
will enter in RescueLogic for the socket connection.

H " H ”
Click “Submit.
'] NPort Web Console x
&~ C [}192168.127.254 v =
M OXA Total Solution for Industrial Device Networking WWW.Mmoxa.com
NPort 5110A 192.168.127 254 = MAC Address - 00:90.E8 3CF5E5
- NP5110A_1337 - 1337 = Firmware = 1.1 Build 11080114
Operation Modes
- Main Menu 1
Port1
Cvervdew
Quick Setup Operation mode TCP Server v
Exportimport
) . TCP alive checktime 81 |(0-99 min)
Basic Settings
Network Sefings Inactivity time 1] (0 - 65535 ms)
- Serlal Seflings Max connection [4+]
- Operating Seftings Ignore jammed IP * No Yes
Port 1
Allow driver control ® No Yes
Accessible IP Seftings
- Auto Waming Settings Loc TCP port 4003
Upgrade Firmware Command port 966
- Monitor
Cl P
Change Password Data Packing
Load Factory Default
SaveRestan Packing length 0 (0-1024)
Defimiter 1 0o (Hex) L Enable
Delimiter 2 0o (Hex) L Enable
Delimiter process DoMNothing ¥ | (Processed only when packing length is 0)
Force transmit 0 (0 - 65535 ms)
EEE =

Now click “Save/Restart.”

NPert Wek Comscle

3 * y
« c 192,168.127.254 i

M OXA Total Selution for Industrial Device Networking WWW.MOoXa.com

NPo 51104
NP51104_1337

Operation Modes Settings OK!

I Your changes have Seen submiled bul not saved. Click Save/Restan 1o save your changes and
reboct the server Your changes will take effect when S0 server restarts. If you would iike fo make
acdienal Changes, remember 10 Save pour conbgurabion Salole restating e server

mm?m
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Configure Serial Settings

The serial settings of the NPort must match the alarm panel or printer interface module that you will connect to.

Click “Port 1” on the left menu column, under Serial Settings. Set the baud rate, data bits, stop bits, and parity to
match the values specified in the alarm system manufacturer’s instructions.

Click “Submit.”
€ 2 C |[1192168.127.254 g
M OXA Total Solution for Industrial Device Networking WWW.Mmoxa.com

= MAC Address - 00:S90ES

F5ES ‘

= Firmware - 1.1 Build 11080114

- Main Menu I
3 Port1
Overdew
Quick Setup Port alias
Exportimpont
Basic Seftings
Serial Settings
Network Settings :
- Serial Seftings Baud rate 115200 ¥
Port 1
Data bits gr
- Operating Settings
s Stop bits L]
Accessible IP Settings Parity Sions. ¥
- Auto Wamning Settings Flow control [Mone v]
Upgrade Firmware FIFD ® Enatle Disasle
= Monitor
Interface RS-232 v

Change Password
Load Factory Default

SaveRestart m
R

On the page that appears, click “Save/Restart.”

'] NPort Web Console x

€« C' [1192.168.127.254 &=

M OXA Total Solution for Industrial Device Networking WWW.Moxa.com

= Firmware 1.1 Build 11080114

= MAC Address - D090 EB3CFSES ‘

Communication Parameters Settings OK!

- Main Menu i
] Your changes have been submitted bul not saved. Click Save/Restart 1o save your changes and
Overdew reboot the senver. Your changes will take effect when the server restarts. If you would like to make
Quick Setup | changes. 10 save your ¢ ion before the senver

Exportimport
A | Back ] SawRstart J  Home |
Network Setings k
- Serial Seflings
Paort 1
- Operating Seftings
Port 1
Accessible IP Seftings
- Auta Warning Seftings
Upgrade Firmware
- Monitor
Change Password
Load Faclory Default
SaveRestart
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Configure Network Settings

Click “Network Settings,” under the “Main Menu” in the left-hand column. The network administrator should have
provided a static IP Address for use with each serial server. Fill in the blanks to match your system’s information:
change the IP Address, Gateway, Netmask and DNS Servers. Leave IP configuration set with the default value
“Static.”

The SNMP settings are not used, so you can leave the factory defaults
« C [1192168.127.254 g [

M OXA Total Solution for Industrial Device Networking WWW.Mmoxa.com

- NPort 5110A - 192 168.127.254 = MAC Address - D090 EB3CFSES

- NP5110A_1337 1337 = Firmware - 1.1 Build 11080114

Network Settings

ol eedy ‘l Network Setlings
Ovendew
IR Sty IP address 192.188.127.254
Expotimpon
Basic Seftings Netmask 255.255.255.0
Network Settings Gateway _19_2 TS-;‘_Z?_E
- Serial Seftings IP configuration Static ¥ i%
Fo DHS server 1
- Operating Seftings
Port 1 DHS server 2
Accessible IP Settings
- Auto Waming Setings SHMP Settings
Upgrade Firmware
- Wonitor SNuP ® Enadle ' Disable
Change Password Community name public
Load Factory Default Contact
SaveRestart
Location

Scroll to the bottom and click “Submit.”

RUIU TCPUIL U O0T pPait | SUUL

Auto report period 10 .SECOHGS

T

Another page appears to confirm that you are ready to make the changes permanent. Click “Save/Restart.”

M OXA Total Solution for Industrial Device Networking WWW.Moxa.com

- NPort 51104 " - 192.168.127.254 = MAC Address - D0-90EB3CFSES

- NP5110A_1337 - 1337 = Firmware - 1.1 Build 11080114

Network Settings OK!

- Main Menu l
Your changes have been submilted but not saved. Click Save/Restart to save your changes and
Ovendew reboot the senver. Your changes will take effect when the server restants. If vou would like 1o make
Quick Setup additional changes, remember to save your configuration before restarting the server.

Expartimpon
| Back |} SaveRestat J Home ]
Basic Seftings wb

Network Seftings
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Configure Network Settings 8

The IP Address is now changed, and your browser must be changed to match.

When you click on a link, you might see a page with a message that the page failed to load.

I [ NPort Web Console *

€« C [} 192168.127.254

[BrowserSafeguard] The socket connection to 192.168.127.254 falled

EmorCode: 10060,

A connection attempt failed becanse the connected party did not properly respond after a peniod of time, or established connection faled
because connected host has falled to respond 192.168.127.254:80

Type the changed address in your browser’s Address bar and Refresh to see the MOXA configuration page
again.

'] NPart Web Console

€« [ BkY192.168.127. 20081 5ol =

M OXA Total Solution for Industrial Device Networking WWWw.moxa.com

Your serial server is now ready to communicate with RescuelLogic. See the RescuelLogic Users Guide chapter on
Communication Paths for the next steps.

Helpful Hint: If your browser does not find the server with the default or the newly assigned IP Address, check
the IP settings of your computer’s network adapter. The left three quad elements of the IP Address represent the
network, and the right quad element is unique for each endpoint device. Remember to write down your
computer’s original settings first. Contact your network administrator if these settings are not familiar to you.

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

) Obtain an IP address automatically

@) Use the following IP address:

IP address: 192 . 168 . 127 . 100
Subnet mask: 255.255.255. 0O
Default gateway:

Obtain DNS server address automatically
@ Use the following DNS server addresses:
Preferred DNS server:

Alternate DNS server:

[ validate settings upon exit
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About the Author

Dan Horon is the President of Cadgraphics Incorporated, makers of Rescuelogic software for fire alarm and
security systems. Dan was the chair of the NFPA Task Group on Circuits and Pathways when the chapter was
added to NFPA 72. He still serves on the NFPA Protected Premises Technical Committee, as well as the
Technical Correlating Committee Task Group on Networks. You can email him at dan@rescuelogic.com.
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improve reliability, design, and function. This guide does not represent a commitment or a contract on behalf of
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sanc * @)
Power — @.

Power range is 9—48VDC.
47.3 mA current @24V
Both + and — connections
on the NPort are isolated
from chassis ground.

Measure polarity of the power
cable before applying power to
the NPort. The center connector

is positive (+).

SaGO,

The 'A’ in the part number
indicates the screw—covered
barrel connector for power.
Order MOXA power supply:
PWR—-12150—-USJP—-SA-T

DB9 [Term

(o} Ko B RNT e [&,] B [&] ] ST
(6]

Optional terminals for RS232

MOXA P/N MINI DBSF—-TO-TB
DB9 Female to Terminal Block

H

10/100M
Ethernet

MO XA

NPort
5110A-T

serial

oo

©

CAT5/6 Cable
300 feet max.

The MOXA serial
server is often
mounted inside the

locked alarm panel,

and powered by a
battery—backed
power source.

The =T in the
part number
indicates a wide
range of allowable
temperature.

—40 to 75°C
(=40 to 167°F)

DB9 female connector
at end of serial cable

To network switch

Mount the server with
1/2—inch strips of 3M™
Dual Lock™ Reclosable
Fastener P/N SJ3540

Auxiliary RS232 data
port in alarm panel,
often designated as
the printer port.

Normally, communication is one—way. Do not connect the Rx wire at
the alarm panel unless it is required to receive signals.

The RS232 wiring diagram is shown as an example only. The exact
labels on a fire panel may be different, sometimes reversed.
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